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A Multi-Modal Dynamic User Authentication Scheme for Smart
Manufacturing Environments

Chen Yu', Zhao Guozhu , Zhao Huanhuan
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Abstract : User authentication in intelligent manufacturing environments is highly sensitive to environmental
changes. Traditional authentication methods typically rely on a single authentication result, lacking
continuous contextual awareness throughout the authentication process. To address this issue,
this paper proposes a multi-factor authentication framework for intelligent manufacturing. The
framework flexibly integrates multiple authentication factors according to operational requirements
and incorporates a real-time sensing mechanism to enhance authentication security, thereby
improving authentication security. It effectively addresses key limitations of traditional authentication
methods, including the lack of non-replicability in environmental characteristics, the discontinuity of the
authentication process, and the robustness of identity authentication against adversarial threats.
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