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System in Hospitals

Du Donglin
ID: 440602198903201510

Abstract : In the process of digital transformation in the healthcare industry, ubiquitous connectivity of loT
devices and data sharing mechanisms have exacerbated cybersecurity risks. The promulgation of the
"Cybersecurity Management Measures for Medical and Health Institutions" in 2024 has ushered in a new
phase of industry safety governance. This study focuses on the vulnerability characteristics of medical
systems and new types of attack scenarios, constructing a multi-dimensional risk assessment model and
intelligent defense system based on ISO 27005. By utilizing technologies such as Al anomaly detection and
zero trust architecture, it achieves effective containment of social engineering attacks like ransomware and
deepfakes. Combined with coordinated management systems and the ATT&CK emergency framework,
it forms a dynamic protection mechanism that links "technology—management—personnel”, providing
practical paths to balance medical business efficiency with network security.
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