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With the rapid development of Internet of Things (loT) technology, 10T devices have been widely
applied in various fields such as industry and consumer sectors, achieving higher levels of automation
and productivity. However, the high dependence on these connected devices also brings a series of
cybersecurity threats, particularly firmware vulnerabilities in IoT devices, which are often overlooked
during development and deployment. To address this issue, it is urgent to establish comprehensive
security policies, including auditing the firmware environment of loT devices and evaluating the
effectiveness of relevant audit tools and technologies. At the same time, embedded systems, as a
core component of the loT, directly impact the overall security of the loT. Therefore, this paper aims to
explore the importance, methods, and tools for detecting firmware vulnerabilities in IoT devices, and
analyze strategies for enhancing the security of embedded systems.
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