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Abstract : The digital transformation in the healthcare industry has exacerbated cybersecurity risks for hospitals,
with social engineering attacks threatening medical data and business continuity through means such
as phishing emails and identity spoofing. This study proposes an integrated protection system that
combines dynamic threat perception, Al behavior detection, and tiered training, in line with the "three
transformations and six defenses" requirements outlined in the "Cybersecurity Management Measures
for Medical and Health Institutions" (issued in May 2024), to build a multi-layered defense architecture
and threat intelligence sharing mechanism. Case analysis shows that an Al email filtering system can
reduce the success rate of phishing attacks by 90%, while zero trust architecture and blockchain
technology provide new pathways for securing the Internet of Medical Things (IoMT). This research
provides theoretical support and practical references for addressing new types of attacks and
compliance challenges.
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