FZR%E | POWER SYSTEM

HLJJ 1% R G b & P9 BOR B s i DR

ZLEG
T _BBRIOEERE (E]) BRAR, & E] 361000
DOI:10.61369/EPTSM.2025010025

] E 1 BFURE, BNEERGEMNUEETRRES, ERCEETHIIES, RNNERGSHNIMEBNZEREIES,
MBWENEZES EH. BAOFAXREMISHE, KERGE—BHAREABANSHMEB ML, TREATEER
RN REMTI, FSEADEIFEERDBEREDNAREHFER, URREDSEERENTATENER
%, ANEEWENBEERRPREFERARBEEAD T BAENTETIANRBIRGEREEKX, FEE
%, BELRZ, TR RGENREANRIENLZEHSERFT, SENREEERE, ARRERNLERS
REEMHIPRARBRAE, BRZEPHIFRATERISEEER NEEREFEARTIET.

X 8 33 : HBNEERR; REMIPRA; BE

Analysis of Safety Protection Techniques and Measures in the Electric Power
Monitoring System
Li Xujiao
Anneng Second Bureau Electric Power Development and Construction (Xiamen) Co., Ltd. Xiamen, Fujian 361000

Abstract : In the digital era, the automation and intelligence levels of electric power monitoring systems are
constantly improving, and the interaction between electric power monitoring systems and external
networks is increasing, leading to a gradual increase in the risk of cyber attacks. As a critical
infrastructure, any security issues in the power monitoring system will not only affect power supply but
also potentially cause adverse impacts on other industries. Many power companies have begun to
apply security protection techniques in their power monitoring systems to ensure their feasibility and
effectiveness. This paper mainly provides a detailed analysis of the security prevention and control
techniques and measures in the electric power monitoring system. Based on the current large-scale
and complex power system structure, as well as the numerous devices and varying compatibility
and security among different manufacturers' equipment and systems, which increase the difficulty
of security management, power companies can actively explore security protection techniques and
effective methods in the electric power monitoring system. This ensures that security protection
techniques and effective measures enable the sustained and stable operation of the electric power
monitoring system.
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