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Abstract :

Against the backdrop of the latest national requirements for the key security protection of critical

information infrastructure systems, this paper proposes the concept of constructing a next—generation

network and information security assurance system based on the National Standard for Network

Security Level Protection 2.0, which emphasizes data security and personnel management as

important measures for network system security protection, system security operation protection as

the basic means, situational awareness as the basic support, and attack and defense exercises as the

core. A comprehensive security protection system characterized by collaborative defense.
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