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Abstract : With the rapid development of smart home systems, traditional PC-based intrusion detection systems
can no longer meet the demands of massive data and diversified attack scenarios. Therefore, this
paper proposes a smart home intrusion detection system based on machine learning methods. By
combining machine learning techniques with pattern recognition, a neural network—-based classification
algorithm is employed to detect intrusion behaviors. Firstly, data such as home gateway logs, user
control commands, and user execution instructions are collected through the Ozone platform, and
an efficient data processing module is designed based on this. Secondly, a sample set required for
the feature extraction algorithm is generated based on this module, and then a convolutional neural
network is utilized to complete the feature extraction of these samples, thereby establishing an
intelligent classifier model for detecting intrusion behaviors. Finally, the model is used to detect intrusion
behaviors. Experimental results demonstrate that the proposed classifier model based on convolutional
neural networks exhibits higher accuracy and better generalization capabilities compared to traditional
Support Vector Machine (SVM) and Artificial Neural Network (ANN) models. Additionally, it operates
more efficiently and can effectively identify potential intrusion behaviors, providing a strong guarantee
for home network security.
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