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Abstract :

With the rapid development and widespread application of intelligent building systems, cybersecurity

challenges have become increasingly prominent. This paper analyzes the characteristics of intelligent

building systems and examines the cybersecurity threats they face, highlighting the necessity of

establishing a cybersecurity framework for these systems. Building on this foundation, it proposes

strategies to construct a cybersecurity system for intelligent building systems from three perspectives:

technology, management, and legal regulations. These strategies aim to provide practical references

for ensuring the secure operation of intelligent building systems.
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