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Practical Practice of Security Reinforcement and Risk Assessment of
Government Information System Based on Commercial
Cryptographic Application
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Abstract : Government information systems face security threats. This paper discusses the architectural risks of
these systems, introduces commercial cryptography technologies, such as SM series algorithms, and
covers protection architectures, access control models, evaluation metrics, and other related practices.
It also examines the practical outcomes and future challenges, including case studies from provincial
government cloud platforms.
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