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With the rapid development and wide application of 5G technology, the integration of college campus
networks and operator 5G has become an important trend to improve the quality of college network
services and meet the diversified needs of teachers and students. However, in the integrated
environment, the network structure becomes increasingly complex, security risk points increase, and
the traditional security management model is difficult to cope with. Aiming at the characteristics of the
integrated environment of college campus network and operator 5G, this paper deeply analyzes the
security challenges faced in the integration process and puts forward a set of hierarchical security
management system design schemes. The system designs the security architecture from four levels:
physical layer, network layer, data layer and management layer. Through the collaborative linkage
of each layer, it forms an all-round and multi—level security protection mechanism, aiming to provide
reliable security guarantees for the integrated environment of college campus network and operator
5G, and ensure the smooth development of college teaching, scientific research and management
activities.
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