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On the Security Strategy of Data Storage Based on Cloud Computing
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Abstract :

With the rapid development of cloud based big data applications and the popularity of low—cost

artificial intelligence (Al) models, data storage and management methods are undergoing profound

changes. Cloud computing provides elastic, highly available, and on—demand resource support for big

data storage. The popularization of Al has greatly improved the overall efficiency of data processing

in society, but data security issues have become increasingly prominent. Issues such as data leakage,

service interruption, and integrity damage are all unbearable. How to ensure data security in cloud

environments while maintaining performance and cost advantages has become a focus of attention
in the industry. This article will start with the technical foundations and key issues of cloud computing
and big data storage, explore the main security threats of big data storage in cloud computing

environments, and propose targeted security strategies including data encryption, restricted access

and identity authentication, data isolation, and data backup and disaster recovery.
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