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Artificial Intelligence Security and Personal Information Protection: Research
on Challenges and Countermeasures
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Abstract : The wide application of artificial intelligence technology has brought many new challenges to the
protection of personal information. Based on the research and data that have been made public by
the end of 2024, this article systematically sorts out the main risks faced by personal information in
the artificial intelligence environment and proposes comprehensive protection strategies from three
aspects: technology, management, and law. Research indicates that generative artificial intelligence
increases the possibility of privacy leakage in terms of the concealment of data collection and the
uncontrollability of model training. The article further proposes a solution that integrates privacy—
enhancing technologies, hierarchical governance mechanisms, and dynamic compliance systems to
assist in building a secure and trustworthy artificial intelligence application environment32°.
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