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Abstract :

This paper investigates the application of wireless sensor networks (WSNs) in power system

automation and analyzes their security performance. Leveraging flexible deployment and low—cost

advantages, WSNSs play a key role in power—equipment condition monitoring, fault diagnosis, and

smart—grid construction, thereby enhancing system perception and response capabilities. However,

their open communication environment and resource—constrained nodes are exposed to multiple

security threats such as eavesdropping, tampering, and denial-of-service attacks. The study

proposes lightweight security mechanisms in the aspects of encryption and authentication, intrusion—

tolerant routing, and intrusion detection, and evaluates the protection effectiveness through formal

verification and simulation. The results are significant for improving the reliability and security of power

system automation.
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