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Abstract :

With the advancement of digital transformation, the dependence of small and medium-sized

enterprises (SMEs) on networks continues to increase, but their cybersecurity protection capabilities

have not kept pace, making them a high-risk group for cybersecurity threats. This paper analyzes

the existing cybersecurity issues of SMEs from five dimensions: technical protection, management

systems, employee awareness, capital investment, and external threats. It also conducts an in—depth

review of the manifestations and internal causes of various issues, aiming to provide ideas for SMEs

to build a scientific and effective cybersecurity protection system. This will help enterprises avoid

security risks in their digital development and achieve stable operations.
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