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Abstract : The practice of constructing networks based on software—defined resources is becoming increasingly
prevalent today. Like traditional IP networks, Software—Defined NetworksSDNs) also need to deal
with issues caused by connection failures, such as packet loss, service disruptions, and network
congestion. The recovery time after a failure is particularly critical1]. In large—scale SDNs, various
methods have been proposed to accelerate the network recovery process. To mitigate the impact of
link or node failures, researchers have developed several reroute (FRR) schemes. This paper provides
a systematic survey of the current FRR mechanisms in SDNs, focusing on several commonly used
techniques, including the OpenFlow Fastailover Group, the OpenState Failover approach, the Loop—
free Alternate (LFA),

Keywords : Fast Reroute (FRR); Fast-Failover; Software Defined Networking (SDN); OpenFlow Protocol;

OpenState; Loop—Free Alternate (LFA); Remote LFA (RLFA)

515

AE %% (SDN ) f—Fa i I B S S R M T T A s B 48 280, T2 W TG ISP el R #0E W 4%
Fhse, BIERMCIEINAHAT I 51Tt 2RI RN R WAL, PRI R SImE R, el rh bzt

SDN SR FH#EHIS I SEUE T H 7 2 2 B A, EPFEE G, St N R, AERllr, mTa—sguE
ST A o BT TR R S AR A Ak, AR R (R ARSI, 3 OpenFlow SEHMUEEZ K T RS, FAE
LR A B s E i AL (41 OpenFlow Fast Failover ) HHT{EE,

W28 T 0 P A R L SB[ 1 T4 BT T S T T [RD A Al e ) S A T S s~ T AT R 28
ERGHFEL ARG, CATEE ARG BT

76 SDN H1, P i (FRR) AYEEREH LME L B G5 i, A5 — FRR HLHIRRIE N T B s e scenario, WIBAN ELA&
100% MIEE TR, FEESC N - SR TR C, SDN LA i M S AR rp s i i L iR A J

—. B SDN RiESERHA (FRR ) @BRBAEL R fi, —BEASWEBI#EE, AZUEESH AR, SHEOEEERT
RIHTEE R, 5 1P WSl SDN fib R Al 8B4 6 i 55 v i

TEHSIOUNZE T, FEEZ MU SO TRICRIET SBH WA, FRERSSER (SLA ) T8 20 BUR LA T A2
FITT AR AT AETT G, FRAE R A W B I A I B B Bl YT e VBIPRS00 SRR S B AT T S0k Sz 08 Fh Pl

096 | Copyright © This Work is Licensed under A Commons Attribution-Non Commercial 4.0 International License.



7, BN 2. 1N A (BFD) #s ™,

LET T A2 M P RIEE R I (IPFRR) HLE, e &
FEE BTy B2 R, Hod il A O IR & (0 i 15
(LFA) JHY AR — mB e & (1% (RLFA) o HAth
A IPFRR ALH, R8N HAL LFA #1RLFA 732, @45
S EZMAERL (ECMP) | ZRHECT (MRC) | ARZdiil
(Not-Via Addresses ), WA, IMFEETREEM T, HRIUAR
B (MRT ) EARHABEET (WA IPFRR AU

T RGBT TR T I S s R IR B PR A

(—) WAELEN (BFD)

W ale skl (BED ) PrsGa i 42 s oL SC B 45 i e ks
W, FHROOIRAE M L5 2 [ R A % “hello” R (PR
W), WRANEYS YRR R, R, MimEd
FREAcH: BFD i SCUABIABEOIRAS . RSO FIBR T, [H]
ek, HEE AR BLUEEM b, BFD Mg e T Hsophartt:, wr
HEE T 2GR M2 Lo I, BITE Open vSwitch ( —F 4
OpenFlow HIMEIIZHAL ) FESE BFD, M TEHEE LM 2 H
RN ST .

( =) OpenFlow HRiEFEFEEHE

G IR R A TR, OpenFlow 22 #AIL 5 5 42 il s 00 [A] DA
S ZEER:, BARRRAIT: (1) SRS 2 50 m i = 2L
& (2) FIHFIEEAME (SPF) B B &gz, (3)
FIEEHTS AT I T R 2 AT H Lo

H OpenFlow 1.1 fASES | ARIZL#E (Group Table) HhfE,
AT SRR R T NGB SC B A 2B (A . TR L Gt th i
AT RIS, TR TR e MR S s AT 4526
OpenFlow /., 5 SDN &R ZEMPRE], WA HUREIH A7 LE
IR RE AR T BRI, RN IR T
BORFUEIE IS [HMITT 50 ZEFD 1875 7 28 1T = A AN T B2 1
TEfE55 OpenFlow AL H, ZSHpUETHIL “Flow—mod” 14E3K
BUTIE A, ZIH B S RS IIERT, (A AR 2
e B 5 H BOHROER N, A2 K0% “Packet—in” JEEME
IR, X — S r B E R E IR 1 KR

PR e 7 20 ) B A HATL BB B8 ZE A T B A i s i v 1 32
AR ISR, ToFARHI g, AR I PR R b =
ZRRIE I UE S B vty O B M i L B A ER A T I
Tovi I THUEE, WA Sh T e k. F3ER, OpenFlow
BB HLE, EOHE R RS A S R A ik, TRk
HR AT T RSER S

BRI AR IS FAT vl T 1) A JE 8, T8I Rl AL F
et

XM (Idle timeout ): FEFRIAESR & N A N AL ITHL,
BB 5

T (Hard timeout) : JOIG& S, TRRIERE
BE A E SRR B

T TR R A O M R A T A R PR S I [ T 4 e

PO, (ARSI .,

( =) &7F OpenState HIEEFETS

R F| SDN &5 2 p e = siii=t, wocsig it
THEATSS TRR2SHHL, DA f il g RN B PSR IR .
I, OpenFlow W3 i OpenState Bk, A HMLRENS AL B
T IRARR A R B

£ OpenState Z2HHT, BRiREA, ZSHAE LT —RA
Fo BERQESAMRERPEATICH : A45R N0 (RIARITREL) |
Wi psieie ks AR, Wik itk e, )
MG FHE— A, TEN “SET_STATE” BFah A HEH0R
&

packet headers
+ state

st
State table
0
H

packet headers
+actions

il

1
! SET_STATE
:
:

[El1 OpenState #iEIREZE

OpenState LFf “RJFIRE” , ZIRESVER FHEANZHRILA
SR S, AR B, AL Tl I R A i
s, Wk [EENLE] (crankback mechanism )« A
FRICTFIR I E—Bh* L, HZ Y Mg 2, Eai ik,
ML IR 25 K% “Packet—in” W&, FRHERFKH, HE
SeRJE, EHIEHEN “Packet—out” JHE TEHTE A,

(M) EFEHEE (LFA ) Siz2LHEBEE (RLFA)

TCIREAR A% (LEA) J2AG58 1P W45y (6 A Pk 2 it
SRl P S 504571 oy e E PRE S P R o o e
A REHH,  DATIT S PR 8L

R1

E—

Primary path

———————— >
R2 Alternative path

E2 LFA SRR RIS E
DL 2B, H s a8 A KA D: W&, Al
o R2¥JE Do LFA HUBINIESNMT RS R1E& G, A3
B BTN R SRR EE, RPN
ToERER R
RO G IR (RLFA ) Jl I 6 E ST msg i, b
SN EA A AP 3R

3 RLFA SR EIE
# S5 R2MAGEK IR, AJCHAM LEA AT, S At sl

Copyright © This Work is Licensed under A Commons Attribution-Non Commercial 4.0 International License. | 097



IHEHIEIC ST | COMPUTER THEORY AND RESEARCH

B 2 RS (TR ), 1 R3VEN LEA T i
WEED, FHER, RN, BT aes L.

RAF LEA 200 R BBt OPRIE T 26, BOMFE—E
R BN, AreeToE A WA B E A ISR LFA, AT
HIESE AR AN, e, B LEA FRES|
KN TR

SCRREE H—FH7E SDN H I LEA L HAR R I8, FE5IA
PRESIIUALE] . B kB s, S AR— PGS,
BB SRR A I B HOR B 7, 45 1R B B S0 E I H
fu, WZEFFZ0, DUBRIRE “7 B RLFASh, A g
M52k (ALDT ) HURIFL U2 iR E TT IR 0 8 4% (eLFA)
SFHARITHR, ALDT Al AU G AR 15 R E [AE L B R 5
eLFA jil i G f 83U iE Se BT s d, B F A ks
A1, SELEUBIR 5T P AERH BN R 55 & B0N Z 58 7 OpenFlow
I, LF Al 5 ERMAG I, TRt
RLFA F1 eLF A SR F BN T SRR o B R R
ST, X 2877 Al T A% 7 T S B PR 48 LA B HY

—. e

FESE 275, FATE0R T g LM% (SDN) Qitlaiies T3
HELGOME S SR B S P g LA ST 2
FEFIEREERIME LR, REEARUINE SDN W45t F AL
B AL 40 (Fast Failover Groups ) M3:T OpenState [
AT S, XL ENE T OpenFlow PN AL HE4y, 8U/E

243t

ALY AT IZAAT o LRI FARRAERIZ4 8 s o Hh
STFIE R R I, RUPTRERRAT 4 i

FERAUIRAN Y, DIFE A RIS —H PR LEA BLH CRenl2&
eLEAMTALDT ) #7TT 28750, (fhgsl, 17 mbiml
FEET R EEID . SCIREUREN], XLEHHI AL A TR
WETLINEE AR, R I A 2 PR TR B RO S (e ]
W 50%) o SR, LRTy SR HETCE T E S MR e,
WAL B IRSE TR GE8E ¥

RARBFGEA AEEXT LT SDN 555 111 iy 25 A5 2T i
NI, CAPHS E AT Bl B P T TR OSSR, AT s B i
R0, TR R R SR KR

. it

ARG T AR 4 (SDN ) Hry T EE S HL
Bl R S PRl E A LR SDN HIBOO I RBRHE, RERSAE
W2 A I SEBL R, TR R 2 (R ) J22A
EESEIRE) RS POl B U 88 L A R S B
bS5 R TIN ], AU A, PR E O A5 2R s T
W25 A A O AT EGBR SCHERAR . AE LR SR I
s G I M7 s SRR, SRR A RN e S
o

RIS, X205 a0 28 IR 55 Th T I EOR T B, 9Tt
TE SRS TP AT S SOB TRCR AL T AR R, A
EEN T F S MNP S s 2

[1] BRAER |, FIEA. —FiZERES 1 SDN SEERHIR AT (1], $HEURIEE | 2023,60(4): 212-219.
[2] WERRAts | BRFFL , AT | . FETFHERSALELY SDN B i ek 7k (1], AEmIiyEAss 244 ( AZARSAR) ,2023,55(5): 111-120.

[3] B | e | BhsREE. — R USRI 229 RGN 71 CN105553728A(P).

2016-05-04.

[4] FA3CHE , EEIE . SDN T MS-KNN Sk LEA 0758 (1. PHENL RS | 2022, 39(9): 2832-2836.
[5] Nagarathna Ravi, S. Mercy Shalinie, D. Danyson Jose Theres. BALANCE: Link Flooding Attack Detection and Mitigation via Hybrid=SDN[J]. IEEE Transactions on

Network and Service Management, 2020, 17(3): 1-12. DOI:10.1109/TNSM.2020.2997734.

[6] B5FA . " —Fie 2 R R AR DR 7 R [P/OL. ", CN113840183A. 2021.

(7] X%, vanls |, 325, 48 . B SDN s A ) fa 2 A7 % 544 [J).Beijing Youdian Xueyuan Xuebao/Journal of Beijing University of Posts and Telecommunications,

2020, 000(2):7.
(8] E2% . T O SDN BERE (A AR B SOIEIT T (D). IR A |, 2020.

[9] FN S " — i A 2 AL A2 SDN 4% 245 B RS IRAL 7 TR M R GG [P/OL). ", CN109768924B. 2021.
[10] AL, XA | HHSERE | 45 . 5T SDN 341 NFV SARTEM T E RMZ R (1] FPEZARSAHOR | 2021.D01:10.16708/.cnki.1000-758X.2021.0042.

098 | Copyright © This Work is Licensed under A Commons Attribution-Non Commercial 4.0 International License.



