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With the rapid development of network information technology, cyber space security threats have
become increasingly severe. As the core links of network security, identity authentication and
access control have become more and more prominent in their importance. The Yellow River Water
Conservancy System, as a national key infrastructure, has particularly critical network information
security. Based on the existing network security prevention and control technologies, this paper
proposes an ear recognition method based on YOLOV8 to enhance the identity authentication security
of the Yellow River Water Conservancy System. Ear biometrics possess uniqueness, stability and
anti—counterfeiting properties, which can effectively improve the reliability and security of authentication
[1-3]. Aiming at the characteristics of ear images, this paper makes two improvements to the YOLOv8
model: first, a new attention module (SaE) is introduced before the small and medium—scale detection
heads, and the feature representation ability for small targets is enhanced through a multi—-branch fully
connected structure; second, the C2f module in the backbone network is replaced with a Transformer—
based C2f_T structure to enhance the model's ability to perceive long—range dependencies and
improve the ability to distinguish between ear and background confusion. Experimental results show
that the improved model exhibits high robustness in complex scenarios such as occlusion, light
changes and posture diversity, with mAP50 reaching 97.3%, which is significantly better than the
original model and other comparison models. This method can be applied to multiple scenarios such
as personnel identity verification in key water conservancy areas, abnormal personnel detection in
video surveillance, and biological authentication reinforcement of network terminals [4], providing
effective technical support for improving the network information security of the Yellow River Water
Conservancy System.

ear recognition; YOLOv8; yellow river water conservancy; network security; identity
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