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High Reliability Method for Remote Upgrade of MCU Firmware
Liu Jingwei, Li Huigiong, Wu Xin, Tian Fujun
Chongging Polytechnic University of Electronic Technology, Chongging 401331

Abstract : This paper proposes a high reliability method for remote upgrade of firmware program for large—
capacity flash MCU. It can effectively improve the reliability of remote upgrade by taking various
measures to avoid the risk of system failure caused by various errors in the process of remote
upgrade. In this scheme, the internal flash memory of the MCU is divided into four areas, namely,
the guaranteed firmware area, the upgrade firmware area 1, the upgrade firmware area 2, and
the parameter storage area. In case of abnormal operation of the upgraded firmware, you can
automatically or manually intervene to return to the guaranteed firmware and continue to run until you
try to upgrade again to avoid the risk of irreversible damage caused by unsuccessful upgrade. The
upgrade firmware can still be upgraded again when running, and the upgrade is carried out by means
of alternate writing in two zones. The above methods have been implemented and run successfully on
HC32F460KE MCU of Xiaohua Semiconductor. This paper introduces the design outline of each part in
detail and gives the specific implementation case.
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