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Abstract :

In the process of informatization and digital transformation, digital technology has been further

promoted and applied in archive management. China's archive management is shifting from traditional

paper—based archives to the stage of digital archive construction and management. Digital archive

resources have the characteristics of large storage capacity, high value density, and strong privacy

and confidentiality, but they also face security threats in terms of data security and personal privacy

protection. Combined with the construction and development process of archive digitalization, this

paper analyzes the security risks in the process of archive digitalization, and proposes security

management strategies for digital archive resources from four aspects: technical protection,

management mechanism, personnel management, and emergency response, so as to provide

references for ensuring the security of digital archive resources.
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