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Abstract : As the global manufacturing industry accelerates its transformation towards intelligence and
digitalization, Generative Artificial Intelligence (AIGC), as a core technology engine, is profoundly
reshaping the product design process, production operation mode and supply chain management
system of the manufacturing industry. However, while AIGC brings values such as leapfrog
improvement of production efficiency and reduction of innovation costs to the manufacturing industry,
it also triggers unprecedented security risks including data leakage, out-of—control algorithmic bias
and system vulnerability transmission. Based on the actual needs and application scenarios of the
digital transformation of the manufacturing industry, this paper systematically analyzes the types and
formation mechanisms of core security threats in the full-chain application of AIGC in the manufacturing
industry, and innovatively proposes a "technology protection—-management optimization—institutional
guarantee" trinity resilient governance framework. The research shows that only by building a dynamic
risk perception system, deploying an adaptive protection mechanism, and establishing a multi-subject
co—governance model involving government, enterprises and research institutions, can the safe and
controllable application of AIGC in the manufacturing industry be realized, providing stable technical
support for the digital transformation of the manufacturing industry and promoting its sustainable
development.
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