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Research on Cybersecurity Evaluation System Based on
Industry-Education Integration
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Abstract : With the rapid development of the digital economy era, cybersecurity issues have become increasingly
severe, and the shortage of relevant professional talents is one of the important factors restricting
cybersecurity development. From the perspective of industry—education integration construction, this
paper addresses problems exposed in the existing cybersecurity evaluation system, such as diverse
and inconsistent evaluation standards, insufficient internal motivation of enterprises, and the evaluation
system lagging behind technological development. It proposes methods and strategies for constructing
a cybersecurity evaluation system that involves multiple subjects (including the government, universities,
enterprises, and industry organizations), incorporates multi—dimensional indicators (covering security
governance and compliance, technical protection and control, security operation and resilience, and
business impact and value), and is driven by dynamic feedback. The aim is to promote the accurate
alignment between cybersecurity talent cultivation and industrial demands, and improve the quality and
efficiency of talent cultivation.

Keywords : cybersecurity; industry—education integration; evaluation system; university—enterprise
collaboration

515

W25 23 AL IAAL AT RIS FL 230, RS AT AR A== BUEARSG, R E R e a5 aie .. T BRIt
M A N R S R, e R A BT, s RS R A RN R 305 s S, SR RS A
BT DA EHE . BT A SRR S R R, M L SR I T T R ER , TR RN, LR AR AR A A RS R
HEPTE, BETEEGNRES A S 5RHEESIZH, DIERAERGES VRS, ARENLT S N 55w 5N R AL
TR

—. MBLEITENEREBIEMIRS IR (FEZAEIEAER) FEE, hOmERR (MEeeEg
ORI ) SSHHSCHAANERL ™, AL 7GRk, 55—, 17

(=) ENEESTERR—, RENEHLIR A rafess OB AN RATAO M4% 22 4 RN A, PRI HIET
HHIM G2 2R R RI “ 250, SFAMmE" H SR S TN R e debinf, UHESRE, s, gl

MR A, RAERES RSk, Tzt SURMERPRIER R, o SSCEEERNRIE T, dRfEZ M2 REA Y, SBOHMRRELL
ZRMFHEEEEIE=AEH: F—, BEEFRESENREE STk, B2 ENA. $=, MRE =TT URTE
o TESERR AR, BRTA 2% bR RS ISO/IEC 27001 MRz, BEAE W% R mEMEMRREHET:, AL, WAL S

152 | Copyright © This Work is Licensed under A Commons Attribution-Non Commercial 4.0 International License.



Zed] PRI, JF T = RMLEn TR S e
JE T AR AR

(=) WEwehAE, BlUREHNTRR

BB B, FRE AR 42 @ PPN S AR FEINR I A AT
LERIRS, FFERAL E S PRI ERESR . BRI =
ATESHT: B, TSI AAEREHNE. &RZ 0 TIE
(Pzsgesetk) (Higean: ) SRAnEl R R Y,
HofE TR 2 TR R, (HHPPO B ARE T ilis, 3f
B RS L3 57 S AT A ol o 255 2 4 (PO 0 L e i . S5,
NI B IR REE . B VAR R M 4
GV TAEN, REEFMOEPER ., MEREFRE B
B, RPN BROAAL, HEIGES WS KR . SOREAATH
WIZEEHIY R R I EDC R, BTG LR ST AR
F=L RO SR SRS TS NS, SR,
JEHZ /N A M R 258 e AN IR S, T ARRS fh(E
B, RTZ AR & SR 2 5 Bz RRS sk M BUR
M, HELARRS R AP AR AR I REMME

(=) NGB RBETEARLRE, HLANNHHEEE

Do 25 2 Al B TG, LI 45 22 AN (AR 3R (R BT IR AR
PO, H TR T AR R, S BT = AT ] R AP LE (]
A B, PROTTEIE BT X RGP R R A
IT AANE, (BHTCGEIE N P TTAEEIRR . 28 BIpas |
IR . AT RESSHTHORMIN RS ", ARAEEE S sl B e
SRETFA RIS TR B, TPNTT RS LA . BUATT
MERRZ R FSHEREMCHREEMN T, BT 5
JRWAE" PP RS, MELI R e M . 2% IR Bk A
AL TR AR ", BT ShSpEaE I fse
WWREE S SB=, ERAREE, ERERRE, ModlE
SO 0 2 L R A BRI R S S, R T et %
GBI, AAReRINETTNEZE, SR ARRRZ
FAE

Nl

—. ETTHMENMB RSN A RDEER

(—) WESTHRNITENEREFR

FEFHREE T, 2% 22 2T R R O A S8 B s — 3
PERRRI, okl TETET F275 ERMPETEM,
3 ZTCFN SRR,

e AR % AR P R T A TR G, I E IS AN
HIEMERTR, BN W BRI | JURTTT i R AR
H5EE, SN, sEERN SV EREEESFRR,
THAEBHESIUA T, WA IS T s 5 T AE
F, M e GUR R RS R A AR SO B E SRS
N

A —TTHNIRUAA Fi R B, A RSB i B
WICCE LT PP, EEOAR LSS SR g0 . 7]
B RE N RO HVMERE ST, s 23] Sl AE, R

P, BT HAMOOAESE, s &t A R H—I7
AN B 7 o R AR B . R BT LU NS L4 5
NEATHZE B2y, N 2B e PN R R HERE .
RS BiRS TIEES, Bt W ER LN E KRR
RIREST . FELEMITT LA B 5 R 2 CISO R&4RI, &
Eigrp EEH A R SHEARA SRR AR LS H
WIEE, HnetrdlE . HEREE . SRR RS S, T
Bl ER TS 1T 4B, F 2R TS TERSTTE R
FTMZE LTSRN, FRISHH BRI TR S %

AT ZHZRN R A T A AL BRI S YRR R, — 7 T 0
BTN NS R T AE, BRI T N B B8 S TR
M T1e B E A LUEE S IR H . RIS L, e
282 TN BRI S R

BURFRT TN SR TTBOR 5| 5 5 WA ORI, SR R R T &
P 2 N 455 2 4 IR R S R I SR, SRBI L (g R .
ZERBETR, NN RAEFEG ISR RIS
MZ-TB .

(Z) IR SHEITN g

ARG IIT, LR R RIE N S A 55 B
WHIZ RN TR, BB RS RMZCE SR SEM, 3
MIRZIR RGNS 2T R e 2R, B ISES ot A
R, SN A ERIZ S TN, FRIREROOTR
FrEEWERIE, Bk, LRI S S A A

F—, WRRHE G, WO G S BUR B S
. RTZERRRIE .. G THET S, 5 =07 AR
E, MARNEIREE AN ATTRER G AN &
AT BG5BT, TP H AR N A e 2 B A R
AEE A,

F, HORPI G PN O bR AR M
ESUP YN ey NI e R e ol =g 15| NS Al e
R, REMEREFGRE, BARNDPE AR, KT R
Zi, IDS/IPS, i 6 SR AR S B AR ", DU+
REFFR R TR S BRI

B=, wEBESUME. SN RO TR 3 BEAASEF
BRG] )« SRR B] . BRSO I =R e
B 5ER, WAREGTRES, IR EEE S g amE R
Oy AR AT AT SR . SIEM RS EERIT Y, T
BB, DR AR H RS L S5 3

F0, S serSME, IR0 bR 2 B AR A
DT FEN S FPIG . 20 HROR RRE, Wi
T R AT S5 PR LA, MRS H WS REHE, M55
Hin . NSRBI Y, Db e XS S a0kl
ST, THEEEISR,

(=) EhEshiSS5EXENHE

TR IR S R e o N 48 e A PPN R R A i L T B %
W ERZER T EETE, TR S RANER S 1T30E Sk
LS HE KA, ik, el mTLCRAESE S ERG dR5%

S

Copyright © This Work is Licensed under A Commons Attribution-Non Commercial 4.0 International License. | 153



IHEHIEIC ST | COMPUTER THEORY AND RESEARCH

SFFOI SR T

B, MRS, ST B, R
AR ML B ERRBERI TR AE, THEETHEISHFETIA “ K
Ml 5 OCRBVERILT AT E™, R TIRR
BRI AR S, R XU B f 2 T DA KRG DR 22 A A T
NER, FERE e e R A T RE MRS R AT, i Bk
FOTVF 554500k, b B DU A 228 RUBE [ —ZE R L, ML
MNP SRS R, A I 57 2 CMMI B¢ NIST
CSF MR SR AT, TN AT 2 4B AR ) . %24
IBEKTAE,

F, A ZIREERS A T, AT S AR ]
PAEESZ G PR, H I B SRR e R e 5 2 BT s A,
BT SEEI A G RN IRRZ T, Hoh B3 AR R 4L Sk s £
BRI EEHAF AN SWE (SOAR) FEMILE, ki

243k

SfEEMFTEAZGHTHIRRE, RENRAMF R
i FEE AL S 240 H GBS . 2L sl MR 3677 MR
WA=, Horh B MRy, B AU
W77, B PHE AR R R AT, SRR R
IR .

. HiE

i LA, M EERE T, W22 R R A
PR AR R W, B2 R SRR 55 30
g, PAbiEdZ e Rk . SRR 58580
FNITIETBL, SR EM SIS AR, T
BT T EIRR BT 5 SRS AU A RATTR B W 4%
TR

[ 2540 . 7 RS R E B2 RRE IR (D). EPCK: 2024

[20 5, KA, XUBIH . E R4 2 st A RIS SRR 0], TSR %4 2024, (03):6-13.

(31 AN AR LRI Tl A SIS (0], 7 PEIFROR 45540 L 2024, 35(03): 57-60.

[4] EOCHN , BRAREE | A, B SRR PRGN L A SR IR EENCE (). WHENIECE L2024, (03): 144-147+153.
151 A, fTRRD | FERE RS . P A R NS e e H B R BCE SRR 1] RS ,2024,(02):105-107.

(6] ZhAty , #igE , £ WRUE . ZOHBH LM 2 TR R RIS (). L4125 ,2023,45(11): 43-48+53.

[7VARSFRE B/, ShL . TR W48 22 ATl A R P & SR IR 5 9k (). VML L2023, (S1):124-127+132.

18] Z5HE &, HE— & . HEF XHE T RS ML 22 PR ISE 1] (S RICT bR L2023, 24(10): 45-47.

(9] ik, F& , EBE , VAT T GB/T 34680 RSN M4 22 PN EbR R R A EEBFST (). FPEbRfE(L ,2023,(07):69-72.
[10] 555, w L . B MR 22 45 A T AR R ITESS (). B TAEReasR 2022, 31(04):99-104.

(1] 40 HTEAREREE 2 22 KIS SR )] RHEBHI , 2021,19(32): 115-117.

[12] R, A P RNLML 220 BRI R RIS ). KITFE RS 2021, 34(07):137-139.

[13] Pk . (222225 0 B B F AR BEST (D). ALRTpRA: |, 2020.

[14] 5 . MR AETT SN2 2 IR SAT (0] Bkt 5% , 2020, (14):85-87.

[15] T8 . R4 22 2 USATRE PRSI (D). i RATA: | 2020.

154 | Copyright © This Work is Licensed under A Commons Attribution-Non Commercial 4.0 International License.



