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Abstract :

In the era of big data, computer networks have become the core platform for information exchange

and data storage, facing numerous security challenges. This paper focuses on computer network

security in the big data era, delving into key security technologies such as encryption techniques,

access control and authentication, data de—identification, and anonymization. It proposes targeted

preventive measures across four dimensions—security protection, monitoring, response, and

recovery—aiming to provide theoretical support and practical guidance for building a secure and

reliable computer network environment.
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