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Abstract : Amid deepening digital transformation, the significance of cybersecurity awareness education
has become increasingly critical. Nevertheless, conventional instructional approaches are often
characterized by content homogenization, limited presentation formats, and insufficient customization,
resulting in low learner engagement and suboptimal educational efficacy. To tackle these issues, this
study introduces a systematic framework for cybersecurity awareness education underpinned by
generative artificial intelligence (AIGC), with the objective of enabling personalized, self-adaptive, and
highly efficient generation and dissemination of educational content. By implementing a closed-loop
architecture of "learner profiling - content generation - adaptive refinement," the system dynamically
produces individualized instructional materials tailored to users' professional roles, cognitive levels,
and behavioral data. It further employs iterative feedback mechanisms to continuously optimize
pedagogical strategies, thereby advancing the educational model from a "unidirectional instruction"
approach toward an "intelligent interactive pedagogy." While the proposed framework exhibits
considerable promise, it also confronts challenges pertaining to content veracity, data reliance, and
ethical considerations. Subsequent research should prioritize empirical validation to further ascertain
and enhance the system's practical effectiveness.
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