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Abstract : As cybersecurity threats grow increasingly complex, intelligent question—answering systems in
resource—constrained environments have become a vital component of cybersecurity defense.
However, traditional Retrieval-Augmented Generation (RAG) methods face significant technical
challenges in low-resource scenarios such as edge devices and small-to—medium enterprises,
including high computational complexity, substantial memory consumption, and prolonged response
delays. To address these issues, we propose a lightweight RAG cybersecurity question—answering
system tailored for resource—constrained environments. By designing a lightweight embedding
mechanism, a dynamic semantic fusion algorithm, and a multi-layer optimization strategy, the
system significantly reduces resource consumption while maintaining question—answering accuracy.
Experimental results demonstrate outstanding performance on key metrics: Recall@3 reaches 0.867,
and MRR achieves 0.810. Compared to conventional RAG systems, retrieval efficiency is markedly
improved, with response times reduced by 45.5%. Resource utilization is optimized through a 78.4%
reduction in model size and a 78.6% decrease in memory consumption, thereby providing efficient and
reliable support for cybersecurity decision—making in resource—constrained environments.

Keywords : RAG; lightweight model; cybersecurity; resource-constrained environment; intelligent
question—answering system
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