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Research on the Construction of Cybersecurity Architecture for the Physical
Protection System in Nuclear Power Plants

Pan Hang, Wang Dingye
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Abstract : With the deep integration of industrial internet and information technology, cybersecurity in nuclear
power plant physical protection systems has become a critical issue concerning national energy
security and public safety. This paper systematically analyzes the current cybersecurity challenges
faced by nuclear power plant physical protection systems in terms of equipment, personnel, and system
configuration, proposing a comprehensive protection framework from three dimensions: equipment
security reinforcement, personnel management strategies, and system configuration defense.
Specific measures include adopting security—certified devices, implementing lifecycle management
of equipment, and strengthening physical security measures; conducting systematic cybersecurity
education, enforcing access control based on least privilege, and establishing regular audit
mechanisms; promoting network isolation and segmentation, enhancing multi-factor authentication
and communication encryption, and implementing systematic vulnerability and patch management.
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