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Analysis on the Localization Optimization Path of Access Control Subsystem
of Nuclear Power Plant Physical Protection System

Pan Hang, Duan Danyang
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Abstract : As a critical infrastructure component of national clean energy strategies, nuclear power plants play a
vital role in ensuring national energy security and public safety through their safe and stable operation.
The access control subsystem within physical protection systems serves as an indispensable core
component in preventing nuclear facility sabotage and blocking illegal transfers of nuclear materials.
Based on daily operational practices of nuclear power plant access control systems, this paper
thoroughly analyzes prominent issues in current systems regarding redundant configurations,
functional implementation, compatibility, and system integration. It systematically proposes targeted
optimization recommendations, including: implementing dual-machine hot standby mechanisms,
enhancing equipment-level security protocols, optimizing dual-door interlock logic, improving biometric
recognition technology compatibility, refining testing and coordination processes, advancing system
integration and visualization, promoting the application of national cryptographic algorithms, and
standardizing installation procedures.

Keywords : nuclear power plant; nuclear security; physical protection system; access control system;
localization; compatibility
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